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Overview

•What is the DRM interoperability problem?
• DRM systems work as closed domains 

• Unsatisfactory consumer experience

•Why should we care?
• Consumers will subscribe to illicit services, seeking a 

better experience

•Approaches to a Solution
• Coral’s approach: standardize interoperability 

•NEMO technology

•Summary
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DRM Interoperability Problem
DRM systems operate as closed domains or “silos”

• Content is not portable outside silo – by design 

• Consumer confusion and dismay

Consumers’ media needs are changing
• Home networks include CE, mobile, and PC-based 

devices

• Different possible media gateways: Cable box, PC, Mobile 
device

• Expect seamless play of acquired content on all their 
devices 

Ripping and P2P networks offer content portability and 
ease of use
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Limited Consumer Experience

Consumers expect to use content on any of 
their devices. They are dissatisfied when their 
content is not portable because of DRM.

DRM “A” DRM “C”DRM “B” DRM “D”
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Why DRM interoperability?

•Intuitive Anytime, anywhere consumer 
experience with licensed content

•Reduces dependency on a single 
technology silo

•Anticipates further convergence between 
CE, mobile, and PC platforms

•Future-proof business models

•Illegal P2P content distribution networks 
already offer it
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Possible Customer Experience

My Home 
Entertainment System

My Hotel Room 
Set-top-box

My Digital 
Audio Player

My In-car Entertainment 
System

My Home PC

My Mobile 
Phone

My Portable 
Video/CD Player

Technology exists to allow consumers to use 
their DRM-protected content seamlessly, 
whenever and wherever they want.
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Alternate Approaches

• Allow a de facto standard to evolve
• Value chain participants can be at the mercy of a 

single technology provider

• Standardize a universal end-to-end DRM 
system
• Unfeasible to address requirements of entire value 

chain from CE, mobile, and PC markets in a single 
system 

• Standardize a DRM-neutral interoperability 
architecture
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Coral Approach
•Unite consumer media value chain participants

• Include content owners, device makers, technology and 
service providers

•Create open standards for interoperability 
between consumer DRMs
• Avoid changes in current DRM systems

• Define roles, services,interfaces, and tools to bridge 
between incompatible systems

•Develop a compliance infrastructure 
• Develop program to certify that solutions comply with 

architecture and ecosystem specifications

•Content providers publish to Coral usage 
models
• Ecosystem matches usage model to a device DRM
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Decomposition of DRM Components and 
Services

• Content packaging

• Licenses, Rules and their management

• Identity management for individuals, groups, other entities

• Policy management for services

• Offer management

• Fraud management

• Key and token management

• Security components and methods
• Secure packaging
• Secure transport, storage
• Secure execution and process isolation

• Different components and services can be offered by different 
expert providers
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Decomposition into functional Tiers

Asset Management and Content Origination

Bundling and Distribution Services

Home and Enterprise Gateways

Devices and Personal Networks

•Looking for the appropriate interfaces:
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Coral Architecture Specification
•Consists of three layers

• Roles 
– Describe functionality and behavior

– Act as a hook for compliance

• Interfaces between roles
– Provide interoperable messaging

• Nodes
– Group roles together in a secure deployment container

•Nodes and roles are certified for secure, trusted, 
policy-managed communications across 
implementations

•Works online and offline

•Application of NEMO, Intertrust’s reference 
technology for DRM interoperability
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NEMO Technology

•Stands for: Networked Environment for 
Media Orchestration 

•Service-oriented architecture

•Framework for building distributed 
applications that include: 

• Security

• Trust management

• Policy management 
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How Coral uses NEMO

•Uses NEMO framework to define 
services such as:
• Rights mediation: maps usage models 

between DRM systems

• Principal identity provider: maps usage 
identities between DRM systems

• Rights registry: used to implement rights 
locker-type services

•These and other services form the 
foundation of an interoperability layer
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How NEMO works
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Possible Scenarios

• Online Scenario

– both content and licenses are acquired online

• Offline Scenario

– content and licenses are transformed locally

• Hybrid Scenario
– licenses are acquired from an online service

– content is transformed locally
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Online Scenario
1. User acquires content 

protected in DRM A for use on 
Device A;

2. User initiates transfer of this 
content to Device B which 
supports DRM B;

3. At transfer request, local coral 
agent (in device or local 
network) contacts Rights 
Mediator;

4. Rights Mediator queries 
Service A for existing rights and 
receives a proof of rights token;

5. Rights Mediator contacts 
Service B and registers rights 
for Device B in DRM B;

6. Device B contacts Service B, 
requesting rights and content in 
format B. Service B fulfills 
request by sending content with 
license; 

User plays content on Device B 
(if policy allows).

Network Boundary

Initiate Transfer 

Acquire content 
(DRM A)

Request Rights for 
content in DRM B 
Fulfill request

Device A Device B

1. 6a.

2.

Proof of rights

Query rights

Service A Service B

Rights 
Mediator

Register Rights

Acknowledge

Acknowledge

Request Transfer

b.

5a.

b.

4a.

3a.

b.

b.

Start
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Offline Scenario
1. User acquires content in 

DRM A for Device A and 
goes offline;

2. User initiates a local 
transfer of this content to 
Device B which supports 
DRM B;

3. Devices A & B establish 
trust relationship using 
Coral credentials;

4. Devices A & B establish a 
Secure Authenticated 
channel (SAC);

5. Device A sends license to 
Device B over SAC;

6. Content is decrypted and 
decoded in Device A, 

7. Content is transferred 
over SAC to Device B;

8. Content is (re)-encoded 
and encrypted in Device 
B. This completes  local 
content transfer.

Service A

Network Boundary

Transfer Content

Transfer License
Decrypt
& Decode 
Content

Establish Secure 
Authenticated 
Channel (SAC)

Establish trust 
relationship

Acquire Content 
in DRM A

7

6

4

2

5

3

1

Service A

Device A Device B

Initiate local 
transfer

Start

Encode
& Encrypt 
Content

8
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Hybrid Scenario
1. User acquires content in 

DRM A for Device A;

2. User initiates transfer of this 
content to Device B which 
supports DRM B. 

3. At initial transfer request, 
local coral agent on Device A 
contacts Rights Mediator;

4. Rights Mediator queries 
Service A for existing rights 
and receives a proof of rights
token;

5. Rights Mediator contacts 
Service B and registers rights 
in DRM B; 

6. Device B contacts Service B, 
requesting rights in format B. 
Service B fulfills request & 
sends the license; 

7. Rights Mediator delivers 
token to Device B; Device B 
uses token to obtain content 
directly from Device A.

Service A Service B

Rights 
Mediator

Register Rights

Acknowledge

Local use tokens

Request Transfer

Request License 
in DRM B
Fulfill request

3a

5aQuery rights
Proof of rights

4a

b b

Network Boundary

Export Request 
Export Content

Device A Device B

6aAcquire Content 
(DRM A)

1

2 Initiate Transfer

b

b

b
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